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the boundary architecture

Nonna Alomaja, Founder - 2026-10-02

A practical guide to choosing which identifying fields leave your systems, where
processing happens and what you still need to review.

Start with the task

A colleague needs to summarise a case file. The sequence of events matters; the customer’s name
may not. Before sharing, decide which details the task requires and which you can replace or
remove.

That review complements access controls, encryption and supplier agreements. All of them still
have a job to do.

What changes in a record

Synthaveil applies a treatment to selected fields. A reference can become a token, a name can
become another name, and a location can be replaced according to a configured policy. Which
fields are treated is your configuration decision; review the result before sharing.

Choice Useful when Check before sharing
Consistent token Records need to join within an agreed Settings match across the systems that
scope need to join
Realistic A reader or model needs a recognisable The replacement suits the task
replacement field type
Less detail An exact value is unnecessary The remaining information still supports
the task

A realistic-looking record does not guarantee the same analytical result. Test the joins,
distributions and calculations your work actually uses.

Where processing happens

A self-hosted Legend engine runs as a library, sidecar or container inside your environment. Your
application can process original values locally.
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Hosted options send only the values needed for the task to Synthaveil; the product pages and
your agreement set out exactly what each one receives. Review that data flow before choosing an
option.

Restoration is a separate decision that stays with you; the product pages show where each
product keeps the information needed to restore values.

How long should records remain linkable?

Within a scope you set, the same value receives the same stand-in, which can support grouping.
Changing the scope changes those stand-ins. It does not delete old records or prevent someone
joining them through dates, unusual events or other unchanged context.

Choose the scope around the task and record why you need it. A monthly analysis and a single
document may need different settings.

The review you still own

Identifiability depends on what a holder can reasonably use to connect the information to a
person. While you hold the key or the originals, the output remains personal data in your hands.
For a recipient with no reasonable means to re-identify anyone, the position can differ; that is an
assessment you make and record, not a default.

Before sending a copy, confirm the purpose and permissions, check free text and indirect
identifiers, agree retention with the recipient, and protect any restoration information separately.
Replacing fields does not supply a lawful basis or a notice, and it cannot predict a regulator’s
decision.

Sources and further reading

1. EDPB Guidelines 01/2025 on pseudonymisation (adopted for consultation 16 January 2025)

2. CJEU, EDPS v SRB (C-413/23 P), 4 September 2025

3. ICO — Pseudonymisation guidance (28 March 2025)

4. EDPB Guidelines 07/2020 on the concepts of controller and processor

5. 1CO guidance: controllers and processors

6. GDPR Recital 26 — identifiability and pseudonymised data

7. GDPR Article 6(4) — compatibility of further processing; pseudonymisation as a safequard

8. GDPR Article 32 — security of processing; pseudonymisation named as a measure

9. Data Protection Report: €18m AEPD fine for Amadeus (June 2026)

lllustrative guidance. Product availability and limits: synthaveil.com/products
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https://synthaveil.com/products
https://www.edpb.europa.eu/public-consultations/guidelines-012025-on-pseudonymisation_en
https://curia.europa.eu/juris/document/document.jsf?text=&docid=303863&pageIndex=0&doclang=EN
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/anonymisation/about-this-guidance/
https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-072020-concepts-controller-and-processor-gdpr_en
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/controllers-and-processors/
https://gdpr-info.eu/recitals/no-26/
https://gdpr-info.eu/art-6-gdpr/
https://gdpr-info.eu/art-32-gdpr/
https://www.dataprotectionreport.com/2026/06/record-e18m-fine-for-amadeus-from-spanish-data-protection-agency-for-gdpr-violations-related-to-use-of-traveller-data-without-consent/
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